VISVESVARAYA TECHNOLOGICAL UNIVERSITY, BELGAUM

SCHEME OF TEACHING AND EXAMINATION FOR
M.TECH (COMPUTER NETWORK ENGINEERING)

| Semester Total Credits: 23
TeaChmg Durati Marks for
. hours/week on of CREDITS
Subject Name of the Subject Practical / | Exam Total
Code Lect | FieldWork/ | in Marks
: lLA. Exam
ure | Assignment | Hours
/ Tutorials
14SCN11 Wireless Adhoc 4 2+ 03 50 | 100 150 4
Networks
14scn1z2| Advanced in Computer |, 2 * 03 50 100 150 4
Networks
1ascn1z| nformation and Network | 3 03 50 100 150 4
Security
14SCN14 Advanced in Storage Areg 4 5 03 50 100 150 4
Network
14SCN15x Elective — | 4 2 03 50 100 150 4
14SCN16 Informatl_on and Network 0 3 03 95 50 75 2
Security Laboratory
14SCN17 Seminar # 0 3 - 25 - 25 1
Total 20 13 18 300 | 550 850
23

Elective |

14SCN151 Advanced Algorithms
14SCN152 Computer Systems Performance Analysis
14SCN153 Multi Core Architecture and Programming
14SCN154 Soft Computing




VISVESVARAYA TECHNOLOGICAL UNIVERSITY, BELGAUM
SCHEME OF TEACHING AND EXAMINATION FOR
M.TECH (COMPUTER NETWORK ENGINEERING)

Il Semester Total Credits: 23
Teaching Marks for
hours/week .
- Duratio CREDITS
. Practical /
Subject Name of the Subject i n of Total
Code J Lectyr | F1E1dWOrk/ | Exam in Marks
e Assignment/ | Hours [LA. | Exam
Tutorials
: ; 2
14SCN21 Multimedia 4 2 03 50 | 100 150
Communications
L . 4
14SCN22 | Distributed Computing 4 -- 03 50 100 150
14SCN23|  Network Management 4 2* 03 50 100 150 4
Switching & Statistical 4
14SCN24 Multiplexing In 4 2 03 50 100 150
Telecommunications
LASENZS | Elective — II 4 2 03 | 50| 100| 150 4
14SSCN2 | Distributed Computing 0 3 03 25 50 75 2
6 Laboratory
14SCN27 Seminar # 0 3 - 25 - 25 1
** Project Phase | 3 3 3 3 3 3 --
(6 Week Duration)
Total 20 13 18 300| 550 850 23

ELECTIVE- Il
14SCN251 Cloud Computing
14SCN252 Wireless Semsetworks
14SCN253 Optical netwsork
14SCN254 Advances in YD@sign & Algorithm

** Between the || Semester and |1l Semester afteraailing a vacation of 2 weeks.




VISVESVARAYA TECHNOLOGICAL UNIVERSITY, BELGAUM

SCHEME OF TEACHING AND EXAMINATION FOR
M.TECH (COMPUTER NETWORK ENGINEERING)

Il Semester: INTERNSHIP Total Credits: 20
No. of Hrs./Week Marks for
Duration
' Practic CREDI
Subject Name of the Subject of thg Total TS
Code al/ Examin | | o Exam Marks
Lecture Field Hours o
Work
Seminar / Presentation on 1
Internship (After 8 weeks
145CN31 from the date of N N i 25 N 25
commencement)
14SCN32 Report on Internship - - - - 75 75 15
14SCN33 | Evaluation and Viva-voce -- -- 3 -- 50 50 4
Total -- -- 3 25 125 150 20

*The student shall make a midterm presentation of tb activities undertaken during the
first 8 weeks of internship to a panel comprising iternship Guide, a senior faculty from
the department and Head of the Department.

# The College shall facilitate and monitor the stuent internship program.
The internship report of each student shall be subitted to the University.

**Between the Il Semester and IV Semester after aailing a vacation of 2 weeks.




VISVESVARAYA TECHNOLOGICAL UNIVERSITY, BELGAUM

SCHEME OF TEACHING AND EXAMINATION FOR
M.TECH (COMPUTER NETWORK ENGINEERING)

IV Semester Total Credits: 28
Teachlng . Marks for
hours/week Duratio CREDITS
Subject Name of the Subject Fieldwork / n of Total
Code Lect Assignment | Examiin A E Marks
ure A xXam
ec / Tutorials Hours
. . 4
14SCN41 | Client Server Programming ¥ 4 2* 03 50 100 150
14SCN42x | Elective-IlI 4 2 03 50 100 150 4
14SCN43 ﬁvaluatlon of Project Phaset 0 o5 o5 1
- - _ 1
14SCN44 ﬁlvaluatlon of Project Phase 0 25 25
Evaluation of Project Work 100 + 18
) 3 03 150
14SCN4S and Viva-voce 100
Total 08 07 09 150 | 400 550 28
Grand Total (I to IV Sem.) Marks: 2400;  Credits : 94

L- Lecture, T- Tutorial, P- Practical

Note:

*Lab Classes for these Core Subjects are CompulsofPractical will be Evaluated for 20 marks and
Internal assessment for 30 marks). Lab journals Shdd be Maintained.

# Seminar: Topics should be chosen from IEEE/ACM/Hevier/Springer/any Refereed - Journals
/Transactions. Encourage students to convert theseminar topics into a good survey

paper or technical paper.




1).Project Phase —:16 weeks duration shall be carried out between land 11l Semester. Candidates
in consultation with guide shall carryout literature survey / visit to Industries to finalize the topc of
dissertation.

2) Internship:- 24 weeks Duration in 3rd Semester, Evaluation dflarks - Presentation : 25 marks,
Report writing and Submission :75 marks and At theend of Internship Viva-Voce Exams shall be
conducted for 50 marks.

3).Project Work : 20 weeks duration in IV Semester carries total mdss of 250.

4)Project Phase II: 4 days for project work in a week during IV Semeter. Evaluation shall be taken
during the 8th week of the IV Semester. Total Mark shall be 25.

5).Project Phase — IlI: Evaluation shall be taken up at the end of thé/ Semester for 25 marks. After
the Project report is submitted, Project Work Evaluation and Viva-Voce Examination shall be
conducted. Total Marks Shall be 50+50+100=200 (3®arks for Internal Guide, 50 Marks for
External and 100 for Viva-Voce)

Marks of Evaluation of Project:

) The I.A. Marks of Project Phase — Il & 11l shall be sent to the University along with
Project Work report at the end of the Semester.
1)) The Project Valuation and Viva-Voce will be conduatd by a committee consisting of the
following:
a) Head of the Departme(Chairman)
b) Guide
c) Two Examiners appoid by the university.(out of two external examinerst least
one should be pees).



Semester | Year:2014-2015

Course Title: Wireless Ad-hoc Networks Course Codel4SCN11
Credits(L:T:P): 3:0:1 Core/Elective: Core
Type of Course: Lecture and practical Total ContactHours:50

COURSE OBJECTIVES

To explore the design space and conduct traderaty/sis between performance and resources.

To Determine suitable medium access protocols adid hardware.

To learn Provision quality of service, fault-toleca, security and other dependability require mexhite
coping with resource constraints.

To explore the Ad-hoc network concepts by usingvoek simulators.

TOPICS

MODULE |

Ad hoc Wireless Networks:Introduction, Issues in Ad hoc Wireless Networksl, i#oc Wireless Internet;
MAC Protocols for Ad hoc Wireless Networks: Introduction, Issues in Designing a MAC Protocol,
Design Goals of MAC Protocols, Classification of KAprotocols, Contention-Based Protocols,
Contention-Based Protocols with Reservation Medrasj Contention-Based Protocols with Scheduling
Mechanisms, MAC Protocols that Use Directional Amias

(Chapter 5: 5.1-5.3, Chapter 6: 6.1-6.8) 10 Hours

MODULE Il

Routing Protocols for Ad Hoc Wireless Networks:Introduction, Issues in Designing a Routing Protoco
for Ad hoc Wireless Networks; Classification of Riog Protocols; Table Driven Routing Protocols; On-
Demand Routing Protocols, Hybrid Routing Protocéigrarchical Routing Protocols and Power-Aware
Routing Protocols

(Chapter 7: 7.1-7.6, 7.8, 7.9) 10 Hours

MODULE lli

Multicast Routing in Ad hoc Wireless Networks: Introduction, Issues in Designing a Multicast Rogti
Protocol, Operation of Multicast Routing ProtocoBsn Architecture Reference Model for Multicast
Routing Protocols, Classifications of Multicast Rog Protocols, Tree-Based Multicast Routing Protec
and Mesh-Based Multicast Routing Protocols.

(Chapter 8: 8.1-8.7) 10 Hours

MODULE IV

Transport Layer and Security Protocols for Ad hoc Networks: Introduction, Issues in Designing a

Transport Layer Protocol; Design Goals of a Transpayer Protocol; Classification of Transport Laye

Solutions; TCP over Transport Layer Solutions; ©thensport Layer Protocols for Ad hoc Networks;
Security in Ad hoc Wireless Networks, Issues analléhges in Security Provisioning, Network Security
Attacks, Key Management and Secure Touting Ad haelMés Networks.

(Chapter 9: 9.1-9.6, 9.7-9.12) 10 Hours



MODULE V

Quality of Service and Energy Management in Ad hodVireless Networks

Introduction, Issues and Challenges in Providing@oAd hoc Wireless Networks, Classification of$)o
Solutions, MAC Layer Solutions, Network Layer Sabats; Energy Management in Ad hoc Wireless
Networks: Introduction, Need for Energy ManagementAd hoc Wireless Networks, Classification of
Energy Management Schemes, Battery Management &shdmansmission Management Schemes, System
Power Management Schemes.

(Chapter 10: 10.1-10.5, Chapter 11: 11.1-11.6) 10 Hours

LABORATORY WORK

Note: Standard Network Parameters and supporting potocols may be assumed for simulation. Any
suitable network simulator may be used. (Preferabl\NS2 or NS3 Simulator)

1. Develop unicast routing protocols using anyaté Network Simulator for (Mobile Ad hoc Networks)
MANET to find the best route using the any oneafting protocols from each category from table-einiv
(e.g., link state or DSDV) on demand (e.g., DSR,DAQ TORA), hybrid (e.g., ZRP, contact-based
architectures) and hierarchical (e.g., cluster thasehe efficient path/route should be establistoedource
and destination data transmission using routingogads. Understand the advantages and disadvantdges
each routing protocol types by observing the pemnéorce metrics of the routing protocol. In that wiag
best application/environment suitable routing pcote@an be identified in each category.

2: Develop multicast routing protocols using anjadile Network Simulator for MANET in which sessio
nodes are connecting through either tree(MAODV, ND@R) or mesh (ODMRP, CAMP, FGMP)
structure. Analyze the performance metrics of matt routing protocols with unicast routing protsco

3. Develop MAC Protocol using any suitable Netw&iknulator for MANETSs to send the packet without
any contention through wireless link using thedaling MAC protocols; (CSMA/CA (802.11), MACA,
MACAW, PAMAS, SMAC). Analyze its performance withdreasing node density and mobility.

4. Develop and Analyze the performance of TCP cotme when it is used for wireless networks. Yol wi
find performance of TCP decreases dramatically wh@CP connection traverses a wireless link on lwhic
packets may be lost due to wireless transmissimrerMake use of Active Queue Management Technique
to control congestion on Wireless Networks. Evautite performance of FIFO, RED and WFQ over
wireless networks using suitable Network Simulator.

5. Simulate MANET environment using suitable Netw&imulator and test with various mobility model
such as Random way point, group mobility, highwaydel, Manhattan model, hybrid models) (Spatial
correlation, temporal correlation, relative spdetk durations). Analyze throughput, PDR and delgth
respect to different mobility models.

COURSE OUTCOMES

Students will be able to



Apply knowledge of wireless Ad-hoc networks to wais application areas.
Design, implement and maintain wireless Ad-hoc oeks.

Formulate and solve problems creatively.

Practical knowledge acquired by hands-on session.

TEXT BOOKS:

. C. Siva Ram Murthy & B. S. Manoj: Ad hoc WirelesetiWorks, 2° Edition, Pearson Education, 2011
REFERENCES:

1. Ozan K. Tonguz and Gianguigi Ferrari: Ad hoaéMiss Networks, John Wiley, 2007.

2. Xiuzhen Cheng, Xiao Hung, Ding-Zhu Du: Ad hoar&less Networking, Kluwer Academic Publishers,
2004.

Semester | Year: 2014-2015

Course Title: Advances in Computer Networks | Course Code: 14SCN1
Credits(L:T:P): 3:0:1 Core/Elective: Core
Type of Course: Lecture and practica Total Contact Hours:50

COURSE OBJECTIVES

To become familiar with the basics of Computer Neks.

To learn Network architectures.

To learn Concepts of fundamental protocols.

To gain the knowledge of internetworking concepts.

To understand the knowledge of internetworking emte in various applications.

To acquire knowledge of implementation conceptsoimgestion control and error detections.
TOPICS

MODULE I
Foundation
Building a Network, Requirements, Perspectives)gbba Connectivity, Cost-Effective Resource sharing

Support for Common Services, Manageability, Prdtdagering, Performance, Bandwidth and Latency,
Delay X Bandwidth Product, Perspectives on ConnggtClasses of Links, Reliable Transmission, Stop-
and-Wait , Sliding Window, Concurrent Logical Chatm

T1l:.Chapter1.1,1.2,1.5.1,1.5.2.1,2.5 T2:Chapter 4 10 Hours

MODULE II

Internetworking- |

Switching and Bridging, Datagrams, Virtual Circuiwitching, Source Routing, Bridges and LAN
Switches, Basic Internetworking (IP), What is arieinetwork ?, Service Model, Global Addresses,
Datagram Forwarding in IP, subnetting and classladdressing, Address Translation(ARP), Host
Configuration(DHCP), Error Reporting(ICMP), Virtulletworks and Tunnels.

T1: Chapter 3.1, 3.2. 10 Hours



MODULE llI

Internetworking- Il

Network as a Graph, Distance Vector(RIP), Link &@SPF), Metrics, The Global Internet, Routing Atea
Routing among Autonomous systems(BGP), IP Vers{iiPv&), Mobility and Mobile IP

T1: Chapter3.3,4.1.1,4.1.3 T2:Chapter 13.1 to 13.18 , Chapter 18. 10 Hours

MODULE IV

End-to-End Protocols

Simple Demultiplexer (UDP), Reliable Byte StreamP)CEnd-to-End Issues, Segment Format, Connecting
Establishment and Termination, Sliding Window R#gegd Triggering Transmission, Adaptive
Retransmission, Record Boundaries, TCP ExtensiQueuing Disciplines, FIFO, Fair Queuing, TCP
Congestion Control, Additive Increase/ Multipliceti Decrease, Slow Start, Fast Retransmit and Fast
Recovery.

T1: Chapter 5.1, 5.2.1t05.2.8, 6.2, 6.3 10 Hours

MODULE V
Congestion Control and Resource Allocation
Congestion-Avoidance Mechanisms, DEC bit, RandomlyHaetection (RED), Source-Based Congestion
Avoidance.
The Domain  Name  System(DNS),Electronic  Mail(SMTPFR®IAP,MIME),World  Wide
Web(HTTP),Network Management(SNMP) .
T1: Chapter 6.4 T2: Chapter 23.1 to 23.16, Chapter 24, Chapter 2&p€ 27.1 to 27.8
10 Hours

LABORATORY WORK

PART A: Implement the following using C/C++ or equivalertmLINUX/Windows environment:

1. Write a program to transfer the contents ofcauested file from server to the client using TCFRBizkets
(using TCP/IP Socket programming).

2. Write a program to archive Traffic managementlatv level by implementing Closed Loop Control
technique. (Leaky Bucket Algorithm)

3. Write a program to implement dynamic routingatgy in finding optimal path for data transmission
(Bellman ford algorithm).

4. Write a program to implement Link State Rout{Bgkstra Algorithm).

5. Write a program for implementing the error datectechnique while data transfer in unreliablénoek
code using CRC (16-bits) Technique.

6. Write a program for providing security for tréersof data in the network. (RSA Algorithm)

7. Write a program for encrypting 64 bit playingttesing DES algorithm.

PART B: Simulation Programs using OPNET /NS2 or any otlgenalent software

1. Simulate a 3 node point to point network witlpléx links between them. Set the Queue size andtiar
bandwidth and find the number of packets dropped.

2. Simulate a four-node point-to-point network, axwhnect the links as follows: n0->n2, n1->n2 a@d n
>n3. Apply TCP agent changing the parameters anerdee the number of packets sent/received by
TCP/UDP



3. Simulate the different types of internet traffiech as FTP and TELNET over network and analyeze th
throughput.

COURSE OUTCOMES

Students will be able to

Classify network services, protocols and architextuexplain why they are layered.

Knowledge on key Internet applications and theatg@eols, and ability to develop their own applicas
(e.g. Client Server applications, Web Services)gisihe sockets API.

Practical knowledge gained by hands-on sessions.

Gain the knowledge of application layer protocol.

Text books:

. T1: Larry Peterson and Bruce S Davis “Computer Networks :A System Approach” Bdition , Elsevier
-2014

. T2: Douglas E Comer, ‘Internetworking with TCP/IP, Principles, Protocalsd Architecture” 6th Edition,
PHI - 2014

References:
. Uyless Black“Computer Networks, Protocols , Standards andfiates” 2¢ Edition - PHI
. Behrouz A Forouzan“TCP/IP Protocol Suite” @ Edition — Tata McGraw-Hill.

Semester | Year: 2014-2015
Course Title: Information and Network Security Course Code: 14SCN1
Credits(L:T:P): 4:0:0 Core/Elective: Core
Type of Course: Lecture Total Contact Hours:50

Course Objectives:

To understand the fundamentals of Cryptography

To acquire knowledge on standard algorithms usguideide confidentiality, integrity and authenticit
To understand the various key distribution and rganmeent schemes.

To understand how to deploy encryption techniqoeseture data in transit across data networks
To design security applications in the field ofdmmhation technology.

TOPICS
MODULE |

Classical Encryption Techniques
Symmetric Cipher Model, Cryptography, Cryptanalysisl Brute-Force Attack, Substitution Techniques,

Caesar Cipher, Monoalphabetic Cipher, Playfair €ipHlill Cipher, Polyalphabetic Cipher, One TimalPa
Block Ciphers and the data encryption standard:Traditional block Cipher structure, stream Cipheang
block Ciphers, Motivation for the feistel Cipheristture, the feistel Cipher, The data encrypti@ngard,
DES encryption, DES decryption, A DES example, ltssthe avalanche effect, the strength of DES, the
use of 56-Bit Keys, the nature of the DES algorittiming attacks, Block cipher design principlesmber
of rounds, design of function F, key schedule atbor.

10 Hours

10



MODULE i
Public-Key Cryptography and RSA: Principles of public-key cryptosystems. Public-leyptosystems.
Applications for public-key cryptosystems, requients for public-key cryptosystems. public-key
cryptanalysis. The RSA algorithm, desription of #lgorithm, computational aspects, the securitiR8A.
Other Public-Key Cryptosystems: Diffie-hellman key exchange, The algorithm, key lexege protocols,
man in the middle attack, Elgamal Cryptographidesys, Elliptic curve arithmetic, abelian groupdipét
curves over real numbers, elliptic curves over &fptic curves overGF(2m), Elliptic curve cryptaghy,
Analog of Diffie-hellman key exchange, Elliptic @er encryption/ decryption, security of Elliptic oer
cryptography, Pseudorandom number generation lmasad asymmetric cipher, PRNG based on RSA.

10 Hours

MODULE lli
Key Management and Distribution: Symmetric key distribution using Symmetric encrgpti A key
distribution scenario, Hierarchical key controlssien key lifetime, a transparent key control sohem
Decentralized key control, controlling key usaggm&etric key distribution using asymmetric encrgpti
simple secret key distribution, secret key distiitiu with confidentiality and authentication, A idb
scheme, distribution of public keys, public anne@ment of public keys, publicly available directory,
public key authority, public keys certificates, RS certificates. Certificates, X-509 version 3, lpulkey
infrastructure User Authentication: Remote user Authentication principles, Mutual Auteation, one
way Authentication, remote user Authentication gsBymmetric encryption, Mutual Authentication, one
way Authentication, Kerberos, Motivation , Kerberesrsion 4, Kerberos version 5, Remote user
Authentication using Asymmetric encryption, Mutualithentication, one way Authentication, federated
identity management, identity management, ideféitieration, personal identity verification.

10 Hours

MODULE IV
Wireless network security: Wireless security, Wireless network threats, Waelenetwork measures,
mobile device security, security threats, mobilevicke security strategy, IEEE 802.11 Wireless LAN
overview, the Wi-Fi alliance, IEEE 802 protocol l#tecture. Security, IEEE 802.11i services, IEEE
802.11i phases of operation, discovery phase, Atitaion phase, key management phase, protectad da
transfer phase, the IEEE 802.11i pseudorandomitumct
Web Security Considerations:Web Security Threats, Web Traffic Security Appraeglsecure Sockets
Layer :SSL Architecture, SSL Record Protocol, Change Gi8pec Protocol, Alert Protocol, and shake
Protocol, Cryptographic Computationslransport Layer Security: Version Number, Message
Authentication Code, Pseudorandom Functions, Alastles, Cipher Suites, Client Certificate Types,
Certificate Verify and Finished Messages, Cryptpgra Computations, and PadditgTTPS Connection
Initiation, Connection ClosureSecure Shell (SSH)Transport Layer Protocol, User Authentication
Protocol, Connection Protocol.

10 Hours

MODULE V

Electronic Mail Security: Pretty good privacy, notation, operational; deswmip S/MIME, RFC5322,
Multipurpose internet mail extensions, S/MIME fupaglity, SIMIME messages, S/MIME certificate
processing, enhanced security services, Domain ldgrified mail, internet mail architecture, E-Mai
threats, DKIM strategy, DKIM functional flowP Security: IP Security overview, applications of IPsec,
benefits of IPsec, Routing applications, IPsecuduents, IPsec services, transport and tunnel mdBes,
Security policy, Security associations, Securitgoagtions database, Security policy databaséaffc
processing, Encapsulating Security payload, ESRndtr encryption and authentication algorithms,
Padding, Anti replay service, transport and turmebles, combining security associations, autherditat

11



plus confidentiality, basic combinations of seguassociations, internet key exchange, key detextnoims
protocol, header and payload formats, cryptographits. 10 Hours

Course Outcomes:

Students will be able to:

Analyze the vulnerabilities in any computing systama hence be able to design a
security solution.

Identify the security issues in the network anahesit.

Evaluate security mechanisms using rigorous appesdncluding theoretical.

Text Books:
. William Stallings: Cryptography and Network SecyriPearson B edition.

References
1.V k Pachghare: Cryptography and Information SgcuPHI Learning. ISBN 978-81-203-3521-9

Semester | Year: 2014-2015
Course Title: Advances in Storage area Network Cowse Code: 14SCN14
Credits(L:T:P): 4:0:0 Core/Elective: Core
Type of Course: Lecture Total Contact Hours:50

Course Objectives:

To understand the fundamentals of storage cemtiicserver centric systems

To understand the metrics used for Designing stoeaga networks

To understand the RAID concepts

To enable the students to understand how dataetentraintain the data with the concepts of backup
mainly remote mirroring concepts for both simplel @mplex systems

To appreciate the use of cables technologies ums8AN technology.

TOPICS
MODULE |
Introduction : Server Centric IT Architecture and its LimitatgmrStorage — Centric IT Architecture and its
advantages. Case study: Replacing a server wittag@ioNetworks The Data Storage and Data Access
problem; The Battle for size and accelgelligent Disk Subsystems:Architecture of Intelligent Disk
Subsystems; Hard disks and Internal /0O Chann8©®0) Storage virtualization using RAID and diffeten
RAID levels; Caching: Acceleration of Hard Disk Asss; Intelligent disk subsystems, Availability afid
subsystems. 10 Hours

MODULE Il
I/O Techniques The Physical I/O path from the CPU to the Stor&gstem; SCSI; Fibre Channel Protocol
Stack; Fibre Channel SAN; IP Storadgéetwork Attached Storage: The NAS Architecture, The NAS
hardware Architecture, The NAS Software ArchiteefuXetwork connectivity, NAS as a storage system.
File System and NASLocal File Systems; Network file Systems and $ézvers; Shared Disk file systems;
Comparison of fibre Channel and NAS.

10 Hours
MODULE lli
Storage Virtualization: Definition of Storage virtualization ; Implemetitam Considerations; Storage
virtualization on Block or file level, Storage wdlization on various levels of the storage Network

12



N

Symmetric and Asymmetric storage virtualizatiorthia Network.

10 Hours
MODULE IV
SAN Architecture and Hardware devices Overview, Creating a Network for storage; SAN tHaare
devices; The fibre channel switch; Host Bus Adagt&utting the storage in SAN; Fabric operatiomfra
Hardware perspectiveSoftware Components of SAN:The switch’s Operating system; Device Drivers;
Supporting the switch’s components; Configuratiptians for SANSs.

10 Hours

MODULE V
Management of Storage Network System Management, Requirement of managemengi8ySupport by
Management System, Management Interface, Stanédrdviechanisms, Property Mechanisms, In-band
Management, Use of SNMP, CIM and WBEM, Storage Menzent Initiative Specification (SMI-S),
CMIP and DMI, Optional Aspects of the Managemen$tifrage Networks, Summary

10 Hours

Course Outcomes:

Students will be able to:

Identify the need for performance evaluation aredrtfetrics used for it
Have Knowledge on various RAID levels.

Apply the techniques used for data maintenance.

Develop techniques for evaluating policies for Ldfdsking, file systems.

Text Book:
1. UIf Troppens, Rainer Erkens and Wolfgang Mul&torage Networks Explained, Wiley India,
2013.

Reference Books:

Robert Spalding: “Storage Networks The CompleteeRefce”, Tata McGraw-Hill, 2011.

Marc Farley: Storage Networking Fundamentals — Atroduction to Storage Devices, Subsystems,
Applications, Management, and File Systems, Cisess? 2005.

Richard Barker and Paul Massiglia: “Storage Areéndek Essentials A CompleteGuide to understanding
and Implementing SANs”, Wiley India, 2006.

Semester | Year: 2014-2015
Course Title: Advanced algorithms Course Code: 14SCN1E
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:5C

COURSE OBJECTIVES

To learn the graph search algorithms.

To learn the hill climbing and dynamic programmahsign techniques.
To develop recursive backtracking algorithms.

To get an awareness of NP completeness and rangidmigorithms.

To get an awareness of probabilistic and randoadgerithms.

13



TOPICS
MODULE |

Review of Analysis Techniques:Growth of Functions: Asymptotic notations; Standaatations and
common functions; Recurrences and Solution of Reage equations- The substitution method, The
recurrence — tree method, The master method; Arearthnalysis: Aggregate, Accounting and Potential
Methods.

10 Hours

MODULE I

Graph Algorithms: Bellman - Ford Algorithm; Single source shortesthgain a DAG; Johnson’s
Algorithm for sparse graphs; Flow networks and Heutkerson method; Maximum bipartite matching.
Polynomials and the FFT:Representation of polynomials; The DFT and FFTickht implementation of
FFT. 10 Hours

MODULE I
Number -Theoretic Algorithms: Elementary notions; GCD; Modular Arithmetic; Solgimodular linear
equations; The Chinese remainder theorem; Powess aflement; RSA cryptosystem; Primality testing;

Integer factorization 10 Hours
MODULE IV

String-Matching Algorithms: Naive string Matching; Rabin - Karp algorithm; Strimatching with finite
automata; KnutiMorris-Pratt algorithm; Boyer — Moore algorithms. 10 Hours
MODULE V

Probabilistic and Randomized Algorithms: Probabilistic algorithms; Randomizing deterministic
algorithms, Monte Carlo and Las Vegas algorithmepRbilistic numeric algorithms
10 Hours

COURSE OUTCOMES:

The students will be able to

Design and apply iterative and recursive algorithms

Design and implement optimization algorithms ingfie applications.
Design appropriate shared objects and concurrgattstfor applications.
Get knowledge about different application basedraign.

TEXT BOOKS:

1. T. H Cormen, C E Leiserson, R L Rivest and GnStatroduction to Algorithms, 3rd Edition,
Prentice-Hall of India, 2010.

2. Kenneth A. Berman, Jerome L. Paul: Algorithmen@age Learning, 2002.

REFERENCE BOOKS:

1. Ellis Horowitz, Sartaj Sahni, S.Rajasekharanndamentals of Computer Algorithms, 2nd Edition,
Universities press, 2007

14



Semester | Year: 2014-2015

Course Title;: Computer Systems Performance Analysis | Course Code: 14SCN152
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

COURSE OBJECTIVES

To understand the mathematical foundations neeatgquefformance evaluation of computer systems
To understand the metrics used for performanceuatiah

To understand the analytical modeling of compuystesns

To enable the students to develop new queuing sisdtyr both simple and complex systems

To understand the concept of planning and desigommputer system.

TOPICS

TOPICS:

MODULE |
Introduction : The art of Performance Evaluation; Common Mistake Performance Evaluation, A Systematic
Approach to Performance Evaluation, Selecting aali&ation Technique, Selecting Performance Metfzanmonly
used Performance Metrics, Utility ClassificationR#rformance Metrics, Setting Performance Requingsne

10 Hours

MODULE I
Workloads, Workload Selection and Characterization Types of Workloads, addition instructions, Instian
mixes, Kernels; Synthetic programs, Application dienarks, Popular benchmarks. Work load Selecti@mvi€es
exercised, level of detail; Representativeness;eliimass, Other considerations in workload selectidork load
characterization Techniques: Terminology; AveragiBgecifying dispersion, Single Parameter HistograMulti
Parameter Histograms, Principle Component Analy#kov Models, Clustering.

10 Hours

MODULE 1l
Monitors, Program Execution Monitors and Accounting Logs. Monitors: Terminology and classification;
Software and hardware monitors, Software versudwene monitors, Firmware and hybrid monitors, Dlistred
System Monitors, Program Execution Monitors anddrtting Logs, Program Execution Monitors, Techngtar
Improving Program Performance, Accounting Logs, §sia and Interpretation of Accounting log data,ingds
accounting logs to answer commonly asked questions.

10 Hours

MODULE IV
Capacity Planning and Benchmarking Steps in capacity planning and management; Rrablen Capacity
Planning; Common Mistakes in Benchmarking; Benchinar Games; Load Drivers; Remote- Terminal Emulatio
Components of an RTE; Limitations of RTHSxperimental Design and Analysis: Introduction Terminology,
Common mistakes in experiments, Types of experiatatgsigns, 2k Factorial Designs, Concepts, Contiputaf
effects, Sign table method for computing effecthpdation of variance; General 2k Factorial Desjg@general full
factorial designs with k factors: Model, AnalysisaoGeneral Design, Informal Methods.

10 Hours

MODULE V

Queuing Models: Introduction: Queuing Notation; Rules for all Queues; Littleaw, Types of Stochastic Process.
Analysis of Single Queue: Birth-Death ProcessesMM/Queue; M/M/m Queue; M/M/m/B Queue with finite
buffers; Results for other M/M/1 Queuing Systemee@ng Networks: Open and Closed Queuing Netwdrksguct
form networks, queuing Network models of Computgst&ms. Operational Laws: Utilization Law; Forceldwr
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Law; Little’s Law; General Response Time Law; latetive Response Time Law; Bottleneck Analysis; Mgatue
Analysis and Related Techniques; Analysis of Opeeuihg Networks; Mean Value Analysis; Approximat&/M
Balanced Job Bounds; Convolution Algorithm, Digttion of Jobs in a System, Convolution Algorithmr fo
Computing G(N), Computing Performance using G(Nindsharing Systems, Hierarchical Decomposition arfge
Queuing Networks: Load Dependent Service Centdesakthical Decomposition, Limitations of Queuinigebry.

10 Hours

COURSE OUTCOMES

Students will be able to:

Identify the need for performance evaluation arerttetrics used for it

Define Little’e law and other operational laws

Apply the operational laws to open and closed syste

Use discrete-time and continuous-time Markov ch&nsodel real world systems
Develop analytical techniques for evaluating schiagwolicies

Text Book:
1. Raj Jain: The Art of Computer Systems Perforraakigalysis, John Wiley and Sons, 2013.

Reference Books:

1. Paul J Fortier, Howard E Michel: computer SystdPerformance Evaluation and prediction, Elsevier,
2003.

2. Trivedi K S: Probability and Statistics with Rddility, Queuing and Computer Science Applicatio?rsd
Edition, Wiley India, 2001.

Semester | Year: 2014-2015
Course Title: Multi-core Architecture and Programming Course Code: 14SCN153
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

COURSE OBJECTIVES

To understand the recent trends in the field ah@ater Architecture and identify performance redate
parameters

To expose the students to the problems relatedutbpmocessing

To understand the different types of multi corehdectures

To expose the students to warehouse-scale and detbadchitectures

TOPICS

MODULE |
Introduction to Multi-core Architecture: Motivation for Concurrency in software, Parallebr@puting
Platforms, Parallel Computing in Microprocessor#fdbentiating Multi-core Architectures from Hyper-
Threading Technology, Multi-threading on Single-€oversus Multi-Core Platforms Understanding
Performance, Amdahl's Law, Growing Returns: Gustafs Law. System Overview of Threading:
Defining Threads, System View of Threads, Threadibgve the Operating System, Threads inside the OS,
Threads inside the Hardware, What Happens WheneadHs Created, Application Programming Models
and Threading, Virtual Environment: VMs and Platfig; Runtime Virtualization, System Virtualization.
10 Hours
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MODULE Il
Fundamental Concepts of Parallel Programming:Designing for Threads, Task Decomposition, Data
Decomposition, Data Flow Decomposition, Implicatoof Different Decompositions, Challenges You'll
Face, Parallel Programming Patterns, A MotivatingbRem: Error Diffusion, Analysis of the Error
Diffusion Algorithm, An Alternate Approach: PardlError Diffusion, Other Alternatives.

10 Hours
MODULE 11l

Threading and Parallel Programming Constructs: Synchronization, Critical Sections, Deadlock,
Synchronization Primitives, Semaphores, Locks, @wmrd Variables, Messages, Flow Control- based
Concepts, Fence, Barrier, Implementation-dependiareading Featureg. hreading APIs : Threading
APIs for Microsoft Windows, Win32/MFC Thread AP[Bhreading APIs for Microsoft. NET Framework,
Creating Threads, Managing Threads, Thread Podisggall Synchronization, POSIX Threads, Creating
Threads, Managing Threads, Thread SynchronizaBgmaling, Compilation and Linking.

10 Hours
MODULE IV

OpenMP: A Portable Solution for Threading: Challenges in Threading a Loop, Loop-carried
Dependence, Data-race Conditions, Managing SharédPavate Data, Loop Scheduling and Portioning,
Effective Use of Reductions, Minimizing Threadingvédhead, Work-sharing Sections, Performance-
oriented Programming, Using Barrier and No waitelleaving Single-thread and Multi-thread Execution
Data Copy-in and Copy-out, Protecting Updates o&r&th Variables, Intel Task queuing Extension to
OpenMP, OpenMP Library Functions, OpenMP Environim&fariables, Compilation, Debugging,
performance. 10 Hours

MODULE V

Solutions to Common Parallel Programming ProblemsToo Many Threads, Data Races, Deadlocks, and
Live Locks, Deadlock, Heavily Contended Locks, RBtjolInversion, Solutions for Heavily Contended

Locks, Non-blocking Algorithms, ABA Problem, Cachieme Ping-ponging, Memory Reclamation Problem,

Recommendations, Thread-safe Functions and Lilssafdemory Issues, Bandwidth, Working in the

Cache, Memory Contention, Cache-related IssueseF8haring, Memory Consistency, Current 1A-32
Architecture, Itanium Architecture, High-level Lamages, Avoiding Pipeline Stalls on 1A-32,Data

Organization for High Performance. 10 Hours

COURSE OUTCOMES

Students will be able to:

Identify the limitations of ILP and the need for limgore architectures.

Point out the salient features of different mutire architectures and how they exploit parallelism.
Critically analyze the different types of inter cattion networks.

Knowledge on architecture of GPUs, warehouse-smaigputers and embedded processors.
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Text Book

Multicore Programming , Increased Performance thino8oftware Multi-threading by Shameem Akhter
and Jason Roberts , Intel Press , 2006.

Semester | Year: 2014-2015
Course Title: Soft Computing Course Code: 14SCN154
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

Course Objectives:

To learn the key aspects of Soft computing

To know about the components and building blockatlypsis of Genetic algorithm.
To understand the features of neural network andgplications

To study the fuzzy logic components

To gain insight onto Neuro Fuzzy modeling and aalntr

To gain knowledge in machine learning through Suppector machines.

Topics:

MODULE |

Introduction to Soft computing, Neural networksz#y logic, Genetic algorithms, Hybrid systems &sd
applications. Fundamental concept of ANN, Evolatibasic Model of ANN, Terminologies used in ANN,
MP model, Hebb model. 10 Hours

MODULE II
Perceptron Network, Adaptive linear neuron, Mutigldaptive linear neurons, Back propogation Network
(Theory, Architecture, Algorithm for training, leang factors, testing and applications of all thexae NN

models) 10 Hours

MODULE lli

Introduction to classical sets and fuzzy sets, S<idasrelations and fuzzy relations, Membershipcfions,
10 Hours

MODULE IV

Defuzzification, Fuzzy decision making, and apglmas 10 Hours

MODULE V

Genetic algorithms: Introduction, Basic operatiohsditional algorithms, Simple GA
General genetic algorithms, The schema theoremeti@gorogramming, applications
10 Hours

Course Outcomes:
The student will be able to:

Implement machine learning through neural networks.
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Write Genetic Algorithm to solve the optimizatioroplem
Develop a Fuzzy expert system.
Model Neuro Fuzzy system for clustering and classiifon.

Text book:
1. Principles of Soft computing, Shivanandam, Deepd SViley India, Jun-2007
(Chapters 1, 2, 3(Upto 3.5), 7, 8, 9, 10, 13, Wptp 15.6 & 15.9,15,10)

Reference Books:

1. Neuro-fuzzy and soft computing, J.S.R. JANG, C.ONS E. MIZUTANI, PHI (EEE edition) ISBN:
978-81-203-2243-1

Semester | Year: 2014-2015

Course Title: Information and Network security Lab Course Code: 14SCN16
Credits(02)(L:T:P): 0:0:3 Core/Elective: Core
Type of Course: Practical Total Contact Hours:42

Course Objectives:

To understand the fundamentals of Cryptographyutiingractical implementation.

To implement standard algorithms used to providdidentiality, integrity and authenticity.
To understand the various key distribution and rganeent schemes.

To understand how to use cutting edge simulatiotsto

To design security applications in the field ofdmmhation technology.

LABORATORY WORK

Note: Use C/C++/Java or equivalent tool to implemerthe following experiment

Consider a file with composite data, substitutedigtent and transpose the ciphers.

Consider an alphanumeric data, encrypt and Detingptlata using advanced encryption standards aifg f@ the
correctness.

Apply the RSA algorithm on a text file to produdpler text file.

Develop a mechanism to setup a security channedjuBiffie-Hellman Key Exchange between client aedver
Implementation of Message Authentication Code usmygtography VMAC function.

Implement secure hash algorithm for Data Integtityplement MD5 and SHA-1 algorithm, which acceptstring
input, and produce a fixed size number - 128 litsMD5; 160 bits for SHA-1, this number is a hagtith® input.
Show that a small change in the input resultssaokestantial change in the output

Using any simulation tool: demonstrate packettitig firewalls, create the ACL, create VLAN [Subtireg)].
Develop a mechanism to setup(configure) a porirsmaand identify the intrusion.

Course Outcomes:

Students will be able to:

Analyze the vulnerabilities in any computing systama hence be able to design a
security solution.
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- Identify the security issues in the network ancdhesit.
- Evaluate security mechanisms using rigorous appesdncluding theoretical.

Semester Il Year: 2014-2015
Course Title: Multimedia Communications Course Code: 14SCN21
Credits(L:T:P): 3:0:1 Core/Elective: Core
Type of Course: Lecture and practical Total Contact Hours:50

Course Objectives:

To understand the Multimedia Communication Models
To study the Multimedia Transport in Wireless Netkgo
To solve the Security issues in multimedia networks
To explore real-time multimedia network applicagon
To explore different network layer based appliaatio

TOPICS
MODULE |
Introduction to Multimedia Communications: Introduction, Human communication model, Evolutieamnd
convergence, Technology framework, Standardizdteomework. 10 Hours
MODULE Il

Framework for Multimedia Standardization: Introduction, Standardization activities, Standatd build a
new global information infrastructure, Standardmat processes on multimedia communications, ITU-T
mediacom2004 framework for multimedia, ISO/IEC MREG multimedia framework, IETF multimedia

Internet standards. 10 Hours
MODULE 1l

Application Layer: Introduction, ITU applications, MPEG applicationgpbile servers and applications,
Universal multimedia access. 10 Hours
MODULE IV

Middleware Layer: Introduction to middleware for multimedia, Media doog, Media Streaming,
Infrastructure for multimedia content distribution. 10 Hours
MODULE V

Network Layer: Introduction, QoS in Network Multimedia Systems. 10 Hours
LABORATORY WORK

The following experiments should be practiced (Baalch as HTML/Frontpage/Dreamweaver/ equivalent,
Multimedia application enabling software ,Systerfivgare support for multimedia, Performance measergm
tools for multimedia ,Multimedia authoring tools g/tools and applications)

1. Audio and video editing
2. Image editing
3. 2D and 3D animation.

20



.The case studies are:

. Video on-demand

. Interactive TV

. Home shopping

. Remote home care

. Electronic album

. Personalized electronic journals.

COURSE OUTCOMES:

Students will be able to:

* Deploy the right multimedia communication models.

* Apply QoS to multimedia network applications wéfficient routing techniques.
* Solve the security threats in the multimedia roeks.

» Develop the real-time multimedia network applicas.

TEXT BOOKS:

1. K.R. Rao, Zoran S. Bojkovic, Dragorad A. Milowac: Introduction to Multimedia Communications —
Applications, Middleware, Networking, Wiley India006.

REFERENCE BOOKS:

1. Fred Halsall: Multimedia Communications — Apptions, Networks, Protocols, and Standards, Pearson
2001.

2. Nalin K Sharad: Multimedia information NetworginPHI, 2002.

Semester |l Year:2014-2015
Course Title: Distributed Computing Course Code: 14SCN2
Credits(L:T:P): 4:0:0 Core/Elective: Core
Type of Course: Lecture Total Contact Hours:50

Course Objectives

* To learn Basic Concepts of DSM, Hardware DSM

* To understand File Sharing, DFS Implementation,lidajon in DFS,

» To understand the concepts of Cryptanalysis, Seshaenels, Access control.
* To understand some of the security concepts iniloised computing.

TOPICS

MODULE |

Distributed System management:ntroduction, Resource management, Task Assignmpptoach, Load-
Balancing Approach, Load-Sharing Approach, Proaessiagement in a Distributed Environment, Process
Migration, Threads, Fault Tolerance.

10 hours
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MODULE 1l
Distributed Shared Memory :Introduction, Basic Concepts of DSM, Hardware DIMsign Issue in DSM

Systems, Issue in Implementing DSM Systems, He&regus and Other DSM Systems, Case Studies.
10 hours

MODULE llI
Distributed File System:Introduction to DFS, File Models, Distributed Figstem Design, Semantics of File
Sharing, DFS Implementation, File Caching in DF8plRation in DFS, Case studidéaming: Introduction,
Desirable features of a good naming system, Basmcepts, System-oriented names, Object-locating
mechanisms, Issues in designing human-oriented s)JaM@&me caches, Naming and security, Case study:
Domain name service.

10 hours

MODULE IV

Security in distributed systems: Introduction, Cryptography, Secure channels, Acoamstrol, Security
Management, Case studies.
10 hours

MODULE V
Real-Time Distributed operating Systemsintroduction, Design issues in real-time distrililgystems, Real-
time communication, Real-time scheduling, Case ystlRleal-time communication in MARSEmerging
Trends in distributed Computing: Introduction to emerging trends, Grid Computing,A5Qloud computing,
the future of emerging Trends.

10 hours

COURSE OUTCOMES:

The student will be able to

Realize shared memory concept.

Realize Advantages of DFS.

Implement mechanisms to manage security in DS

Text Book.
. Sunitha Mahajan, Seema Shah: Distributing Compguublished by Oxford University press 2010

Semester |l Year:2014-2015
Course Title: Network Managemen Course Code: 14SCN2
Credits(L:T:P): 3:0:1 Core/Elective: Core
Type of Course: Lecture and practica Total Contact Hours:5C

COURSE OBJECTIVES

* To understand the need for interoperable netwonkagement.

* To learn to the concepts and architecture behemadstrds based network management.
» To understand the concepts and terminology assalcwith SNMP and TMN.

* To understand network management as a typicailulistd application

TOPICS
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MODULE |

Introduction: Analogy of Telephone Network Management, Data aneledommunication Network
Distributed computing Environments, TCP/IP-Basedwdeks: The Internet and Intranets, Communications
Protocols and Standards- Communication Architesiufrotocol Layers and Services; Case Histories of
Networking and Management — The Importance of gyl Filtering Does Not Reduce Load on Node, Some
Common Network Problems; Challenges of Informafi@chnology Managers, Network Management: Goals,
Organization, and Functions- Goal of Network Mamaget, Network Provisioning, Network Operations and
the NOC, Network Installation and Maintenance; Nekvand System Management, Network Management
System platform, Current Status and Future of NétWwéanagement. 10 Hours

MODULE 1l

Basic Foundations: Standards, Models, and Language:Network Management Standards, Network
Management Model, Organization Model, Informatiooddl — Management Information Trees, Managed
Object Perspectives, Communication Model; ASN.1rdirology, Symbols, and Conventions, Objects and
Data Types, Object Names, An Example of ASN.1 fi@® 8824; Encoding Structure; Macros, Functional
Model. 10 Hours

MODULE llI
SNMPv1 Network Management: Managed Network: The History of SNMP Managementieret
Organizations and standards, Internet Documentg, INMP Model, The Organization Model, System
Overview. The Information Model — Introduction, Ti&ructure of Management Information, Managed
Objects, Management Information Base. The SNMP Comeation Model — The SNMP Architecture,
Administrative Model, SNMP Specifications, SNMP @geons, SNMP MIB Group, Functional Model
SNMP Management — RMON: Remote Monitoring, RMON SMI and MIB, RMONI1- RMONIextual
Conventions, RMON1 Groups and Functions, Relatipndetween Control and Data Tables, RMON1
Common and Ethernet Groups, RMON Token Ring Exten&roups, RMON2 — The RMON2 Management
Information Base, RMON2 Conformance Specifications.

10 Hours

MODULE IV
Broadband Network Management: Broadband Access Networks and Technologies: Broaatlb&ccess
Networks, Broadband Access Technology; HFCT Tedamol The Broadband LAN, The Cable Modem, The
Cable Modem Termination System, The HFC Plant, RReSpectrum for Cable Modem; Data Over Cable,
Reference Architecture; HFC Management — Cable Moded CMTS Management, HFC Link Management,
RF Spectrum Management, DSL Technology; Asymméigital Subscriber Line Technology — Role of the
ADSL Access Network in an Overall Network, ADSL Artecture, ADSL Channeling Schemes, ADSL
Encoding Schemes; ADSL Management — ADSL Networkngment Elements, ADSL Configuration
Management, ADSL Fault Management, ADSL Performademagement, SNMP-Based ADSL Line MIB,
MIB Integration with Interfaces Groups in MIB-2, AD Configuration Profiles.

10 Hours

MODULE V
Network Management Applications: Configuration Management- Network Provisioning,ventory
Management, Network Topology, Fault Management- ltFddetection, Fault Location and Isolation
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Techniques, Performance Management — Performancé&ichle Data Monitoring, Problem Isolation,
Performance Statistics; Event Correlation Techrsqgu®ule-Based Reasoning, Model-Based Reasonirsg-Ca
Based Reasoning, Codebook correlation Model, Stedasition Graph Model, Finite State Machine Model,
Security Management — Policies and Procedures, riBedreaches and the Resources Needed to Prevent
Them, Firewalls, Cryptography, Authentication andtiorization, Client/Server Authentication Systems,
Messages Transfer Security, Protection of Netwdrém Virus Attacks, Accounting Management, Report
Management, Policy- Based Management, Service Lidaabgement. 10 Hours

LABORATORY WORK:

1. Capture packets transferred while browsing ecsetl website (e.g. a page from the course welass#tearch
engine home page). Investigate the protocols usedcdh packet, the values of the header fieldglegacket
sizes.

2. Explore at least the following features of Wirask: filters, Flow Graphs (TCP), statistics, prub
hierarchies.

3. Create several example files for your Apache sexer to serve. Configure your web server, apd Hsk a
friend to test your web server by accessing thes fiCapture the packets and observe the log file.

4. Configure authentication for a specific diregton your web server. Test, captured packets asdreb the
log file.
5. Login to another computer in the lab, capture ianestigate the data exchanged.

6. Trace the path between several pairs of sowsgfdtion nodes.
7. Create fire wall rule(s) that will drop TCP patkdestined to a specific computer on the lab ort\e.qg.
yours neighbors computer).

8. Using the supplied client/server sockets progtamplement a third proxy server.
Note: NS2 or equivalent tool to be used.

Course Outcomes:

Upon completion of this course, the students véliable to

Analyze the issues and challenges pertaining toagement of emerging network technologies such as
wired/wireless networks and high-speed internets.

Apply network management standards to manage pahctetworks.

Formulate possible approaches for managing OSlarktmodel.

Use on SNMP for managing the network

Use RMON for monitoring the behavior of the network

Identify the various components of network and foliate the scheme for the managing them

TEXT BOOKS:
1. Mani Subramanian: Network Management- Principles Practice, 2nd Pearson Education, 2010.
REFERENCE BOOKS:

1. J. Richard Burke: Network management Conceptsaactices: a Hands-On Approach, PHI, 2008.
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Semester |l Year:2014-2015

Course Title: Switching & Statistical Multiplexing in Course Code: 14SCN24
Telecommunications

Credits(L:T:P): 4:0:0 Core/Elective: Core

Type of Course: Lecture Total Contact Hours:50

Course Objectives:

* To understand Switching and multiplexing.

* To understand the transmission technology.

* To understand the transmission control.

* To understand basic knowledge on telecommunication.

Topics:

MODULE |
Introduction: Evolution of Telecommunication, Simple Telephonen@®nunication, Basics of a Switching
System, Manual Switching System, Major Telecommatnon NetworksWhy Digital: Advantages of Digital
Voice Networks, Digital Signal Processing, Disadeaes of Digital Voice Networks.

10 Hours

MODULE I

Switching: Crossbar Switching, Principles of Common Contiiaduch Tone Dial Telephone, Principles of
Crossbar Switching, Crossbar Switch ConfiguratiorSfosspoint Technology, Crossbar Exchange
Organization. 10 Hours

MODULE Ili

Electronic Space Division Switching:Stored Program Control, Centralized SPC, DistadusPC, Software

Architecture, Application Software, Enhanced SessjcTwo-stage, Three-stage and n-stage NetwbDiggal

Transmission and Multiplexing: Sampling, Quantization and Binary Coding, Quatittza Noise,

Companding, Differential Coding, Vocoders, PulsanBmission, Line Coding, Time Division Multiplexing
10 Hours

MODULE IV
Time Division Switching: Basic Division Space and Time Switching, Time NMuéxed Space and Time
Switching, Combination Switching, Three-stage arslage Combination Switching.

10 Hours

MODULE V

Traffic Engineering: Network Traffic Load and Parameters, Grade of 8enand Blocking Probability,
Modeling Switching Systems, Incoming Traffic and\Bee Time Characterization, Blocking Models ands&o
Estimates, Delay Systems. 10 Hours
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Course Outcomes:
The student will be able to:

» Gain the knowledge about switching and multiplexing
» Gain the knowledge about telecommunication.
» Learn transmission control in telecommunication.

TEXT BOOKS:
1. Thiagarajan Viswanathan: Telecommunication Switg Systems and Networks, PHI, 1992.

2. John.C.Bellamy: Digital Telephony, 3rd Editidiohn Wiley and Sons Inc., 2002.

Semester |l Year: 2014-2015
Course Title: Cloud Computing Course Code: 14SCN2E
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

COURSE OBJECTIVES
e Tolearn how to use Cloud Services.
* To gain knowledge Virtualization
e To gain knowledge Task Scheduling algorithms.
* Apply Map-Reduce concept to applications.
e To build Private Cloud.
« To gain knowledge in cloud resource virtualizataon scheduling.

TOPICS:

MODULE |
Introduction, Cloud Infrastructure
Cloud computing, Cloud computing delivery modeld aervices, Ethical issues, Cloud vulnerabilit@gud computing
at Amazon, Cloud computing the Google perspectMigrosoft Windows Azure and online services, Opeunrse
software platforms for private clouds, Cloud sterativersity and vendor lock-in, Energy use and agiohl impact,
Service level agreements, User experience and a@thicensing. Exercises and problems.

10 Hours

MODULE I
Cloud Computing: Application Paradigms.
Challenges of cloud computing, Architectural styé<loud computing, Workflows: Coordination of rtiple activities,
Coordination based on a state machine model: Tioke&per, The Map Reduce programming model, A dasky:sThe
GrepTheWeb application , Cloud for science and reemging, High-performance computing on a cloudoudl
computing for Biology research, Social computinigjtdl content and cloud computing.

10 Hours

MODULE 1l

Cloud Resource Virtualization.
Virtualization, Layering and virtualization, Virtlanachine monitors, Virtual Machines, Performancal &ecurity
Isolation, Full virtualization and paravirtualizati, Hardware support for virtualization, Case St¥éy a VMM based
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paravirtualization, Optimization of network virtimdtion, vBlades, Performance comparison of virtochines, The
dark side of virtualization, Exercises and problems

10 Hours

MODULE IV

Cloud Resource Management and Scheduling.

Policies and mechanisms for resource managemeptication of control theory to task schedulinganloud, Stability
of a two-level resource allocation architectureediwack control based on dynamic thresholds, Coatidim of
specialized autonomic performance managers, Aybksed model for cloud-based Web services, Resmubundling:
Combinatorial auctions for cloud resources, Schiedudlgorithms for computing clouds, Fair queuigart-time fair
queuing, Borrowed virtual time, Cloud schedulingpjeat to deadlines, Scheduling Map Reduce appicatsubject to
deadlines, Resource management and dynamic scakeg;ises and problems. 10 Hours

MODULE V

Cloud Security, Cloud Application Development.

Cloud security risks, Security: The top concemdoud users, Privacy and privacy impact asseskrifiemst, Operating
system security, Virtual machine Security, Secusityirtualization, Security risks posed by shairdges, Security risks
posed by a management OS, A trusted virtual machiotor, Amazon web services: EC2 instances, Cdimgeclients

to cloud instances through firewalls, Security suer application and transport layer protocol&®2, How to launch an
EC2 Linux instance and connect to it, How to usarS@ava, Cloud-based simulation of a distributedt algorithm, A

trust management service, A cloud service for adamtata streaming, Cloud based optimal FPGA swaigh&Xxercises
and problems. 10 Hours

Course Outcomes:

The student will be able to:

Demonstrate simple Cloud Applications

Apply resource allocation, scheduling algorithms.
Implement Map-Reduce concept.

Create virtual machines from available physicabueses.
Setup a private cloud.

Text Book:
Dan C Marinescu: Cloud Computing Theory and Peacttlsevier(MK) 2013.

REFERENCES:
Rajkumar Buyya , James Broberg, Andrzej Goscinskiud Computing Principles and Paradigms, Wille§420

. John W Rittinghouse, James F Ransome:Cloud Conglrtiplementation, Management and Security, CRGs2813.

Semester Il Year:2014-2015
Course Title: Wireless Sensor letworks Course Code: 14SCN2E
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

COURSE OBJECTIVES
» Architect sensor networks for various applicatietups.
» Explore the design space and conduct trade-offyaisabetween performance and resources.
» Devise appropriate data dissemination protocolsnandel links cost.
» Determine suitable medium access protocols and fafidware.
» Prototype sensor networks using commercial comg@snen
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» Provision quality of service, fault-tolerance, séyuand other dependability requirements whileingp
with resource constraints.

TOPICS:

MODULE |

Introduction, Overview and Applications of WirelessSensor Networks

Introduction, Basic overview of the Technologypplications of Wireless Sensor Networks: mtroduction,
Background, Range of Applications, Examples of Gatg 2 WSN Applications, Examples of Category 1
WSN Applications, Another Taxonomy of WSN Technglog

(Chapter 1: 1.1, 1.2, Chapter2: 2.1-2.6) 10 Hours

MODULE I

Basic Wireless Sensor Technology and Systeniatroduction, Sensor Node Technology, Sensor Taxono
WN Operating Environment, WN Trends, Wireless Traission Technology and Systems: Introduction, Radio
Technology Primer, Available Wireless Technologies

(Chapter3: 3.1-3.5, Chapter 4: 4.1-4.3) 10 Hours

MODULE llI

MAC and Routing Protocols for Wireless Sensor Netwdks: Introduction, Background, Fundamentals of
MAC Protocols, MAC Protocols for WSNs, Sensor-MA@se Study, IEEE 802.15.4 LR-WPANs Standard
Case Study.Routing Protocols for Wireless Sensor Networks: Introduction, Background, Data
Dissemination and Gathering, Routing ChallengesResign Issues in WSNs, Routing Strategies in WSNSs.
(Chapter 5: 5.1-5.6, Chapter 6: 6.1-6.5) 10 Hours

MODULE IV

Transport Control and Middleware for Wireless Senso Networks

Traditional Transport Control Protocols, TranspBrbtocol Design Issues, Examples of Existing Trartsp
Control Protocols, Performance of Transport ConfhatocolsMiddleware for Wireless Sensor Networks:
Introduction, WSN Middleware Principles, Middlewakechitecture, Existing Middleware.

(Chapter 7: 7.1-7.4, Chapter 8: 8.1-8.4) 10 Hours

MODULE V

Network Management and Operating System for Wireles Sensor Networks

Introduction, Network Management Requirements, ifi@thl Network Management Models, Network
Management Design Issué@perating Systems for Wireless Sensor Networks:Introduction, Operating
System Design Issues, Examples of Operating Systems

(Chapter 9: 9.1-9.5, Chapter 10: 10.1-10.3)

10 Hours
COURSE OUTCOMES

The student will be able to:

Develop applications of wireless sensor actuatoworks
Implement the elements of distributed computing aeivork protocol .
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Explore various hardware, software platforms thadtdor sensor networks

TEXT BOOKS:

KAZEM SOHRABY, DANIEL MINOLI, TAIEB ZNATI, “Wireless Sensor Networks: Technology, Protocols
and Applications:, WILEY , Second Edition (Indiar014

REFERENCE BOOKS:
1.lan F. Akyildiz, Mehmet Can Vuran "Wireless Sansetworks", Wiley 2010

2. Feng Zhao & Leonidas J. Guibas, “Wireless Semgetworks- An Information Processing Approach”,
Elsevier, 2007.

Semester |l Year: 2014-2015
Course Title: Optical Networks Course Code: 14SCRb3
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

Course Objectives:

To learn the basic elements of optical fiber traission link, fiber modes configurations andistures

To understand the different kind of losses, sigistiortion in optical wave guides and other sighegradation
factors

To learn the various optical source materials, LdEDctures, quantum efficiency, Laser diodes

To learn the fiber optical receivers such as PINDAfodes, noise performance in photo detectoeivec
operation and configuration

To learn the fiber optical network components, @grof networking aspects, FDDI, SONET/SDH and
operational principles WDM

To acquire knowledge about fault and congestionagament.

Topics

MODULE |

Client Layers of the Optical Layer: SONET/SDH: Multiplexing, CAT and LCAS, Sonnet/SDHayers,
SONET Frame Structure, SONET/SDH Physical Layelements of a SONET/SDH Infrastructur®ptical
Transport Network: Hierarchy, Frame Structure, Multiplexing, Generrmafing Procedure Ethernet: Frame
Structure, Switches, Ethernet Physical Layer, @arfiransport IP: Routing and Forwarding, Quality of
Service.Multiprotocol Label Switching: Labels and Forwarding, Quality of Service, Sigmgland Routing,
Carrier Transport, Resilient Packet Ring: Qualityservice, Node Structure, Fairness Storage-Areavdlgés:
Fiber Channel. 10 Hours

MODULE Il

WDM Network Elements: Optical Line Terminals, Optical Line Amplifiers, @pal Add/Drop Multiplexers:
OADM ArchitecturesReconfigurable OADMs Optical Cross connectsAll-Optical OXC Configurations.

10 Hours
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MODULE 11l
Control and Management
Network Management Functions: Management Framewbrigrmation Model, Management Protocols.
Optical Layer Services and Interfacing, Layers imiththe Optical Layer, Multivendor Interoperability.
Performance and Fault ManagementThe Impact of Transparency, BER Measurement, @plicace, Alarm
Management, Data Communication Network (DCN) angh&8ing, Policing, Optical Layer Overhead, Client
Layers. Configuration Management Equipment Management, Connection Management, ttlap
Management. Optical Safety: Open Fiber Control dtrait

10 Hours

MODULE IV
Protection in SONET/SDH: Point-to-Point Links, Self-Healing Rings, Uniditemal Line-Switched Rings,
Bidirectional Line-Switched Rings, Ring Interconhen and Dual HomingProtection in the Client Layer:
Protection in Resilient Packet Rings, Protectioithernet, Protection in IP, Protection in MPLS, y\Dptical
Layer Protection: Service Classes Based on ProtectOptical Layer Protection Schemes: 1+1 OMS
Protection, 1:1 OMS Protection, OMS-DPRing, OMS-8@R 1:N Transponder Protection, 1+1 OCh
Dedicated Protection, OCh-SPRing, OCH-Mesh PraiectcMPLS Protection, Interworking between Layers.
10 Hours

MODULE V

WDM Network Design: Cost Trade-OFFS: A Detailed Ring Network ExampleDLand RWA Problems,
Light path Topology Design, Routing and Wavelenggsignment, Wavelength Conversion. Dimensioning
Wavelength- Routing NetworksStatistical Dimensioning Models: First-Passage Model, Blocking Model,
MaximumLoad Dimensioning Models Offline Light path Requests, Online RWA in Rings.

10 Hours
COURSE OUTCOMES
The student will be able to:
. Design a system, component or process as per aaddspecification.
. Gain knowledge on optical network architecturesginag from optical access networks to
backbone optical transport networks.
. Gain the knowledge on methodologies of optical wekwesign optimization;
. Explore technigues of optical network survivability
. Solve the Problems in the discipline of opticamwks.
Text Books:

1. Optical Networks by Rajeev Ramaswamy, Kumar Wa&ijan, Galen H Sasaki, Elsevier
Publication 3rd Edition, 2009.

References:
1. Uyless Black, Optical Networks-Third generatiomsport system: Pearson 2013.
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Semester |l Year: 2014-2015

Course Title: Advances in VLSI Design and Algorithms | Course Code: 14SCN254
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

Course Objectives:

Able to understand the fundamentals of CMOS VLSl associated technologies.

Able to solve problems in the design of CMOS lagjrcuits, with particular reference to speed andigro
consumption.

Able to appreciate the design process in VLSI, GALS

Able to explain basic operation principles of disdad MOS FPGAS; PLA.

Able to design the fundamental blocks of a VLStuits, both by circuit schematic and physical layou

TOPICS:

MODULE |

Introduction to Digital systems and VLSI: Why Design Integrated Circuits? Integrated Cikuit
manufacturing; Integrated Circuit Design Techngju®-Based Design.
Fabrication and Devices: Introduction; Fabricatiwacesses; Fabrication theory and practice; Rétyabi

10 Hours

MODULE I

Sequential Machines: Introduction; Latches and Flip-flops; Sequentigstems and clocking disciplines;
Performance analysis; Clock generators; Sequesystems design, Power optimization, Design valutgti
Sequential testing. 10 Hours

MODULE llI
Subsystem Designintroduction; Combinational shifters; Adders; AgUMultipliers; High-density memory;
Image sensors; FPGAs; PLA; Buses and networks ips;chata paths; Subsystems as IP.

10 Hours

MODULE IV

Architecture Design: Introduction; Hardware description languages; Biegi Transfer design; Pipelining;
High-level synthesis; Architecture for low powerAGS systems; Architecture testing; IP componentssign
methodologies; Multiprocessor system-on-Chip design

10 Hours
MODULE V
Simulations: General remarks; Gate-level modeling and simutati@witch-level modeling and simulation.
10 Hours
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Course Outcomes:
The student will be able to:

e Clear understanding of important concepts in CM&®mnology and fabrication that affect design.
«  Apply two-level and multi-level logic minimizatiorechniques to the given Boolean logic function.
« Design and develop Layout a gate in CMOS VLSI tebigy.

TEXT BOOKS:
1. Wayne Wolf: “Modern VLSI design”, 4th EditionHPLearning, 2007.

2. Sabih H Gerez: “Algorithms for VLSI Design Autation”, Wiley India, 2007.

Semester |l Year: 2014-2015
Course Title: Distributed Computing Lab Course Code 14SCN26
Credits(02)(L:T:P): 0:0:3 Core/Elective: Core
Type of Course: Practical Total Contact Hours:42

Course Objectives

e To understand the main ideas and concepts on weiltces

» Studying and working on a related topic of interayplications such as information hiding, systeousgy
and E-learning.

» To understand the concepts of UDDI, SOAP, JMS remobcedure calls.

LIST OF EXPERIMENTS:
Note: Use appropriate tools/language to implemente following experiment:

. Design and implement client server application g$¥MI (Remote Method Invocation) to invoke a seevio
calculate the income tax.

. Design and implement EJB (Entity Java Beans) sed¢man business logic to calculate income tax avokie
the service using stub, i.e., client side proxyeobj

. Design and implement an EJB entity bean to pettséstlient submitted data into an enterprise infation
system.

. Design and implement an offline database commuitatystem using JMS (Java Message Service) ticeerv
the client request.

. Design and implement the client code to call therblsoft service like free service from UDDI (Unisel
Description Discovery Protocol).

. Design and implement business logic and bind gemgice using SOAP (Simple Object Access Protoatdp
implement client to call service.

NOTE: Use EJB 3.X or any equivalent tool.
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COURSE OUTCOMES:
The student will be able to
» Develop and debug RPC based client-Server progirakibsl [ X.

« Realize the partial implementationldDDI, SOAP, JMS in Web applications.

Semester IV Year: 2014-2015
Course Title: Client-Server Programming Course Codel4SCN41
Credits(L:T:P): 3:0:1 Core/Elective: Core
Type of Course: Lecture and practical Total ContactHours:50

COURSE OBJECTIVES
* To understan€lient-Server software,Context Switching and Protocol Software, I/o.
* To understand System Calls, Basic I/O Functiondatla in UNIX
e To understand the Socket interface, TCP, UDP uaildet
* Various client software applications and their &su
* To understand the concept of Socket interfacei@mtkerver programming.

TOPICS:

MODULE |

The Client Server Model and Software Designtntroduction, Motivation, Terminology and Concepts
Concurrent Processing in Client-Server software:Introduction, Concurrency in Networks, Concurremcy
Servers, Terminology and Concepts, An example ofcdoent Process Creation, Executing New Code,
Context Switching and Protocol Software Design, €wrency and Asynchronous I/®Grogram Interface to
Protocols: Introduction, Loosely Specified Protocol Softwdrgerface, Interface Functionality, Conceptual
Interface Specification, System Calls, Two BasicpAgaches to Network Communication, The Basic /O
Functions available in UNIX, Using UNIX I/O with TRZIP. 10 Hours

MODULE I

The Socket Interface:Introduction, Berkley Sockets, Specifying a Proldaterface, The Socket Abstraction,
Specifying an End Point Address, A Generic Addi@sacture, Major System Calls used with Socketdityt
Routines for Integer Conversion, Using Socket Callsa Program, Symbolic Constants for Socket Call
ParametersAlgorithms and Issues in Client Software Designintroduction, Learning Algorithms instead of
Details, Client Architecture, ldentifying the Loaat of a Server, Parsing an Address Argument, Liogpkip a
Domain Name, Looking up a well-known Port by Namert Numbers and Network Byte Order, Looking up a
Protocol by Name, The TCP Client Algorithm, Alloicaf a Socket, Choosing a Local Protocol Port Number
fundamental Problem in choosing a Local IP Addr&mnecting a TCP Socket to a Server, Communicating
with the Server using TCP, Reading a response feoiCP Connection, Closing a TCP Connection,
Programming a UDP Client, Connected and Unconnedi&P Socket, Using Connect with UDP,
Communicating with a Server using UDP, Closing akebthat uses UDP, Partial Close for UDP, A Wagnin
about UDP Unreliability. 10 Hours

MODULE Il

Example Client Software: Introduction, The Importance of Small Examples, iktidDetails, An Example Procedure
Library for Client Programs, Implementation of CeohTCP, Implementation of Connect UDP, A Procedhat Forms
Connections, Using the Example Library, The DAYTIMEervice, Implementation of a TCP Client for DAY THEW
Reading from a TCP Connection, The Time Serviceessing the TIME Service, Accurate Times and Netvizelays,
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A UDP Client for the TIME Service, The ECHO Servide TCP Client for the ECHO Service, A UDP Cliewt fthe
ECHO Service. 10 Hours
MODULE IV
Algorithms and Issues in Server Software Designintroduction, The Conceptual Server Algorithm,
Concurrent Vs lterative Servers, Connection-Origite Connectionless Access, Connection-Orientede®er
Connectionless Servers, Failure, Reliability anate&éssness, Optimizing Stateless Servers, Fouc Bgpes
of Servers, Request Processing Time, lterative é8eflgorithms, An lIterative Connection-Oriented \Bsr
Algorithm, Binding to a Well Known Address using AWDR_ANY, Placing the Socket in Passive Mode,
Accepting Connections and using them. An lteratt¥ennectionless Server Algorithm, Forming a Reply
Address in a Connectionless Server, Concurrenteédé&lgorithms, Master and Slave Processes, A Coaotr
Connectionless Server Algorithm, A concurrent Catioa-Oriented Server Algorithm, Using separate
Programs as Slaves, Apparent Concurrency usingngleSProcess, When to use each Server Types, The
Important Problem of Server Deadlock, Alternatinglementations

10 Hours

MODULE V
Iterative, Connectionless Servers (UDP)introduction, Creating a Passive Socket, ProceéssctBre, An
example TIME Serverlterative, Connection-Oriented Servers (TCP):Introduction, Allocating a Passive
TCP Socket, A Server for the DAYTIME Service, Pree&tructure, An Example DAYTIME Server, Closing
Connections, Connection Termination and Server &talbility.
Concurrent, Connection-Oriented Servers (TCP):Introduction, Concurrent ECHO, lIterative Vs Comeut
Implementations, Process Structure, An example @oact ECHO Server, Cleaning up Errant Processes.

10 Hours

LABORATORY WORK:

1. Design, develop, and execute a program in CrudtiéX / LINUX environment to implement a

simple iterative connectionless server and dematesits functioning.

2. Design, develop, and execute a program in CrubdédX / LINUX environment to implement a simpleeitative
connection-oriented server and demonstrate itgifuming.

3. Design, develop, and execute a program in CruddidX / LINUX environment to implement a simple mourrent
connection-oriented server and demonstrate itgifuring.

4. Design, develop, and execute a program in CrudtigX / LINUX environment to implement a simple & Time
Server and demonstrate its functioning.

5. Design, develop, and execute a program usingAJAdtworking facilities to implement a simple Dayime Server
and demonstrate its functioning. Repeat the aboslelgms.

COURSE OUTCOMES

The student will be able to:
e Gain in depth knowledge about Client-Server sofew&ontext Switching and Protocol Software, I/o.
*  Programming System Calls, Basic I/O Functions atgl in UNIX
*  Gain the knowledge on Socket interface, TCP, UD&elails.

* Pros and cons of Client Software Various applicetiand their issues.
TEXT BOOK:

1. Douglas E.Comer, David L. Stevens: Internetwaghkvith TCP/IP — Vol. 3, Client-Server Programmantd
Applications, BSD Socket Version with ANSI C, 2ndiion, Pearson, 2001
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Semester IV Year:2014-2015

Course Title: Analysis of Computer Networks CourseCode: 14SCN421
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

COURSE OBJECTIVES
* To Become familiar with the concepts of compuieworks
* What is a computer network and what are the fundéasherotocols.
* To analyze network architectures in stochasticdetdrministic way.
* RSVP, Principles of TCP
» To explore more on different network protocols.
* To understand the knowledge of multiplexing, streensessions in computer network.

TOPICS:

MODULE |
Introduction: Two examples of analysis: Efficient transport afcket voice calls, Achievable throughput in an tapu
gueuing packet switch; the importance of quantieathodeling in the Engineering of Telecommunicatiatworks.

10 Hours
MODULE I
Multiplexing: Network performance and source characterizatitnea8 sessions in a packet network: Delay guarantee
Elastic transfers in a packet network; Packet miglting over Wireless networks.

10 Hours
MODULE Il
Stream Sessions:Deterministic Network Analysis: Events and proesssn packet multiplexer models: Universal
concepts; Deterministic traffic models and Netwdklculus; Scheduling; Application to a packet voEeample;
Connection setup: The RSVP approach; Schedulingifaced). 10 Hours

MODULE IV
Stream Sessions:Stochastic Analysis: Deterministic analysis caeldsiloose bounds; Stochastic traffic models;
Additional notation; Performance measures; Littilisorem, Brumelle’s theorem, and applications;thléxer analysis
with stationary and ergodic traffic; The effectibandwidth approach for admission control; Applioatio the packet
voice example; Stochastic analysis with shape€idrafiultihop networks; Long-Range-Dependent traffi

10 Hours
MODULE V
Adaptive Bandwidth Sharing for Elastic Traffic: Elastic transfers in a Network; Network parametard performance
objectives; sharing a single link; Rate-Based GontVindow-Based Control: General Principles; TAPe Internet’s
Adaptive Window Protocol; Bandwidth sharing in atierk.

10 Hours

Course Outcomes:

On completion, student will be able to:
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List and classify network services, protocols ardhiéectures, explain why they are layered.
Implement key Internet applications and their pcots, and will apply to develop their own applioat (e.qg.
Client Server applications, Web Services) usingsthekets API.

TEXT BOOKS:

1. Anurag Kumar, D. Manjunath, Joy Kuri: CommunicatNetworking An Analytical Approach, Elsevier, 20
REFERENCE BOOKS:

1. M. Schwartz: Broadband Integrated Networks, frerHall PTR, 1996.

2. J. Walrand, P. Varaiya: High Performance Comigcation Networks, 2nd Edition, Morgan Kaufmann, 1999

Semester IV Year:2014-2015

Course Title: Service Oriented Architecture | Course Code: 14SCN422
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

Course Objectives:
» To understand various architecture for applicatiemelopment
e Tounderstand the importance of SOA in Applicatiotegration
* To learn web service and SOA related tools.
* To learn the concepts of SOA governance.

Topics:

MODULE |
SOA BASICS: Sftware Architecture — Types of IT Architecture ©& — Evolution — Key components —
perspective of SOA — Enterprise-wide SOA — Arctliitee — Enterprise Applications — Solution Architeet
for enterprise application — Software platforms femterprise Applications — Patterns for SOA — SOA
programming models

10 Hours

MODULE Il
SOA ANALYSIS AND DESIGN: Service-oriented Analysis and Design — Design ofity, Data, Client
and business process services — Technologies of -SGBAP — WSDL — JAX — WS — XML WS for .NET —
Service integration with  ESB — Scenario — Busiresse for SOA — stakeholder OBJECTIVES - benefits o
SPA — Cost Savings

10 Hours

MODULE llI

SOA GOVERNANCE :SOA implementation and Governance — strategy — S@#&eldpment — SOA
governance — trends in SOA — event-driven architect software s a service — SOA technologies ofgb
concept — process orchestration — SOA best practice

10 Hours
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MODULE IV
SOA IMPLEMENTATION: S OA based integration — integrating existing appiara— development of web
services — Integration - SOA using REST — RESTén/ices — RESTful services with and without JWScteR
of WSDL,SOAP and Java/XML mapping in SOA — JAXB B®&inding.

10 Hours

MODULE V
APPLICATION INTEGRATION: JAX -WS 2.0 client side/server side development ackBging and
Deployment of SOA component — SOA shopper caseystMdSDL centric java WS with SOA-J — related
software — integration through service composi{iBREL) — case study - current trends.

10 Hours

COURSE OUTCOMES

The student will be able to:

Compare the different IT architecture

Analysis and design of SOA based applications

Implementation of web service and realization 0ASO

Implementation of RESTful services

Design and implementation of SOA based Applicatidagration using BPEL

Textb Book:
1. Shankar Kambhampaly, “Service—Oriented Architecfor Enterprise Applications”,Wiley 2008.
REFERENCES:

2. Mark D. Hansen, “SOA using Java Web Servicesictice Hall, 2007.
3. Waseem Roshen, “SOA-Based Enterprise Integrafi@ata McGraw-HILL, 2009.

Semester IV Year: 2014-2015

Course Title: Mobile Application Development Course Code: 14SCl42z
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:5C

Course Objectives:
* To Understand system requirements for mobile apptins
» To Generate suitable design using specific mol@leetbpment frameworks
* To Generate mobile application design
* To Implement the design using specific mobile depeient frameworks
* To acquire knowledge of android applications depelent.

Topics:

MODULE |
Introduction to mobile communication and computjngtroduction to mobile computing, Novel applicats,
limitations and GSM architecture, Mobile servic8ystem architecture, Radio interface, protocolsyddaer
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and security. Smart phone operating systems anad phmanes applications.
10 Hours

MODULE I
Fundamentals of Android Development: Introductian Android., The Android 4.1 Jelly Bean SDK,
Understanding the Android Software Stack, Instgllthe Android SDK, Creating Android Virtual Deviges
Creating the First Android Project, Using the T&k¢w Control, Using the Android Emulator, The Andto
Debug Bridge (ADB), Basic Widgets Understanding fele of Android Application Components, Event
Handling , Displaying Messages Through Toast, @rgaind Starting an Activity, Using the Edit extr@ml .

10 Hours

MODULE 11l
The Android Debug Bridge (ADB), Basic Widgets Urstanding the Role of Android Application
Components, Event Handling , Displaying Messaga®Udgh Toast, Creating and Starting an Activity, ndsi
the Edit ext Control Building Blocks for Androidpflication Design, Laying Out Controls in Contaser
Utilizing Resources and Media, Using Selection Widgand Debugging Displaying and Fetching Infororati
Using Dialogs and Fragments

10 Hours

MODULE IV

Using Selection Widgets and Debugging Displayind &etching Information Using Dialogs and Fragments

Advanced Android Programming: Internet, Entertainmand Services, Implementing drawing and animatio
10 Hours

MODULE V
Displaying web pages and maps, communicating gntls and emails,. creating and using content provide
Creating and consuming services, Publishing andippications.

10 Hours
Course Outcomes:
The student will be able to:

» Describe the requirements for mobile applications

» Explain the challenges in mobile application desigd development
* Develop and design for mobile applications for sjpecequirements
* Implement the design using Android SDK

* Implement the design using Objective C and iOS

Text Books:

1. Mobile Computing: Technologies and Applicatiohs-N. Jani S chand,2009.
2. B.M.Hirwani- Android programming Pearson pubiioas-2013
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Semester IV Year: 2014-2015

Course Title: Cybercrime and Digital Forensic Course Code: 14SCN424
Credits(L:T:P): 4:0:0 Core/Elective: Elective
Type of Course: Lecture Total Contact Hours:50

Course Obijectives
e To understand Accounting Forensics
* To analyze the nature and effect of cyber crimgoiciety.
e To understand Sarbanes-Oxley Financial and Accoegmisclosure Information
e To understand Computer Crime and Criminals
e To understand Liturgical Procedures

Topics:

MODULE |
INTRODUCTION: Introduction and Overview of Cyber Crime, Naturel&cope of Cyber Crime, Types of
Cyber Crime: Social Engineering, Categories of Cybx@me, Property Cyber Crime.

10 Hours

MODULE II
CYBER CRIME ISSUES: Unauthorized Access to Computers, Computer lidnss White collar Crimes,
Viruses and Malicious Code, Internet Hacking andcking, Virus Attacks, Pornography, Software Pitacy
Intellectual Property, Mail Bombs, Exploitation, alting and Obscenity in Internet, Digital laws and
legislation, Law Enforcement Roles and Responses.

10 Hours

MODULE lli
INVESTIGATION: Introduction to Cyber Crime Investigation, Investion Tools, e-Discovery, Digital
Evidence Collection, Evidence Preservation, E-Maiestigation, E-Mail Tracking, IP Tracking, E-Mail
Recovery, Hands on Case Studies. Encryption andypgen Methods, Search and Seizure of Computers,
Recovering Deleted Evidences, Password Cracking.

10 Hours

MODULE IV

DIGITAL FORENSICS: Introduction to Digital Forensics, Forensic Softevaand Hardware, Analysis and
Advanced Tools, Forensic Technology and Practi€esensic Ballistics and Photography, Face, Iris and
Fingerprint Recognition, Audio Video Analysis, Wiows System Forensics, Linux System Forensics,
Network Forensics. 10 Hours
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MODULE V
LAWS AND ACTS: Laws and Ethics, Digital Evidence Controls, EvidertHandling Procedures, Basics of
Indian Evidence ACT IPC and CrPC , Electronic Comioation Privacy ACT, Legal Policies.

10 Hours

Course Outcomes
The student will be able to:

Understand financial and accounting forensics,epdain their role in preventing various forms rHud.
Distinguish various types of computer crime, anel eemputer forensic techniques to identify thetdlgi
fingerprints associated with criminal activities.

Know how to apply forensic analysis tools to reaawgportant evidence for identifying computer crime
Develop a custom computer forensic analysis tool.

Text:

. Nelson Phillips and Enfinger Steuart, “Computerdfsics and Investigations”, Cengage Learning, NehiD
2009.

. Kevin Mandia, Chris Prosise, Matt Pepe, “Incidemsponse and Computer Forensics “, Tata McGraw,-Hill
New Delhi, 2006.

References:

. Robert M Slade,” Software Forensics”, Tata McGrawill, New Delhi, 2005.
. Bernadette H Schell, Clemens Martin, “Cybercrim®BC — CLIO Inc, California, 2004.
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